
10,001+ 
employees

5,001 - 10,000 
employees

<1,001 
employees

Not sure

<1%

Continuously

8%

Assessed on an
ad hoc basis

5%

Less frequently
than annually

2%

<1%

Hybrid 
(i.e., combination of

internal & external 
resources)

63%

Not sure

1%

Internal 
(i.e., self-contained 
function with a 
dedicated team)

34%

Tiered (i.e., multiple 
internal SOCs operating 
independently)

2%

A hybrid approach is the most common SOC target operating model (SOCTOM)

One-Minute Insights:

Data collection: Nov 28, 2022 - Mar 2, 2023 Respondents: 200 IT and information security leaders

One-Minute Insights on timely topics are available to Gartner Peer Community members. 
Sign up for access to over 100 more, and new insights each week.

Modern security operations centers (SOCs) have the potential to protect organizations 
against an ever-evolving threat landscape through monitoring, detection and response 
capabilities, but organizational needs and limitations vary. How are leaders currently 
deploying and maturing modern SOCs?

“Gaining true, 100% visibility into our environment has been the 
biggest goal for our SOC.”

- VP, natural resource extraction industry, 10,000+ employees

“Resources and skills are the main challenge for us.”

- C-suite, finance industry, <1,000 employees

1,001 - 5,000
employees

Respondent Breakdown

Region

Company SizeJob Level

North America 56%

APAC 18%

EMEA 27%

VP

C-Suite

Director

35%
39%

27%

This content, which provides opinions and points of view expressed by users, does not represent the views of Gartner; Gartner 
neither endorses it nor makes any warranties about its accuracy or completeness.

© 2023 Gartner, Inc. and/or its affiliates. All rights reserved.

Source: Gartner Peer Community, Modern Security Operations Center (SOC) Strategies survey

23%

38%

20%

21%

Respondents are most commonly satisfied with their SOC’s infrastructure, 
policies and team skills

Over half assess their SOC’s operating model at least quarterly if not more often

The majority of organizations use penetration testing and red team exercises 
to evaluate SOC capabilities 

Most leaders see opportunities for improvement in their SOC’s aggregation 
and correlation capabilities 

Want more insights like this from leaders like yourself?

Click here to explore the revamped, retooled and reimagined 
Gartner Peer Community. You’ll get access to synthesized insights 
and engaging discussions from a community of your peers.

Most organizations have SOCs that use a hybrid 
operating model and leaders are typically satisfied with 
their SOC infrastructure

The most common SOC operating model is a hybrid approach combining internal and 
external resources (63%) but just over a third have an internal SOC (34%).

Which of the following best describes your SOC 
target operating model (SOCTOM)? 

n = 200

The majority of leaders feel satisfied with their SOC’s infrastructure (83%), IT security 
policies (80%) and team skills (75%), but costs show room for improvement as just over 
half (55%) feel satisfied with this aspect.

How satisfied are you with the 
following aspects of your SOC?

Very 
dissatisfied

Moderately 
satisfied

Moderately 
dissatisfied

Very satisfied

Neutral

Too early 
to tell

6%<1%

Budget

Costs (i.e., licensing, services, maintenance)

Headcount (i.e., number of resources)

Team skills

6% 22% 65% <1%

30%3% 13% 29% 46% 1%9%

15%

22%

2% 21% 53% <1%

2% 16% 53%

9%

7%

2%

20%0%

0%

0%

Senior management buy-in

IT security policies

Infrastructure

SOC metrics

5% 24% 52% 0%

27%5% 15% 53%

26%

13%

5% 57% <1%

<1%

2% 20% 61%

12%

3%

n = 200

Many leaders asses their SOC models at least quarterly
and change them in response to transformation initiatives 
or evolving threats

Most organizations (48%) evaluate 
their SOC models on a quarterly 
cadence but a fifth (20%) do so 
more frequently.

SOC research and development processes need to be 
improved, as do aggregation/correlation capabilities

of respondents say their research and development processes are 
among those that require the most improvement. Many also see 
optimization opportunities in their incident response playbooks (45%), 
as well as log management (35%) and ticketing (32%) processes.

Organizations typically changed their SOCTOM due to new or updated digital 
transformation initiatives (68%), developments in the threat landscape (54%) or 
changing third-party providers (51%). 

How often is your SOC
model assessed?

n = 200

16%
Twice per year

10%
Annually

48%
Quarterly

12%
Monthly

Nearly three-quarters (73%) of 
leaders saw their SOCTOM 
change within the last year.

Has your SOCTOM changed in 
the past year?

n = 200

73%
Yes

22%
No

6%
Not sure

Why did your SOCTOM change over the past year? 

68%

54%

51%

27%

New or altered digital 
transformation initiatives

Evolution of threat landscape

Change in third-party provider(s)

Change in company direction

27%We experienced a breach

Skills availability 24%, Changing business conditions due to Coronavirus pandemic 23%, 
Change in security leadership or strategy 22%, Budget constraints 15%, Increased 
complexity of organizational needs 12%, Lack of business-specific focus in previous model 
5%, New or updated regulatory/compliance requirements 4%, None of these 0%, Other 0%

n = 145

“Our strategy has evolved with the launch of our own digital 
services — we now need a responsive, available SOC.”

- C-suite, software industry, <1,000 employees

“Our SOC has been augmented by a third party to keep up with 
skills and tools required.”

- VP, telecommunications industry, 5,000 - 10,000 employees

“It's a never ending update process.”

- Director, software industry, 5,000 - 10,000 employees

64%

Research 
and 

development 

Incident 
response 
playbooks

Ticketing False 
positive 
handling

Log 
management

64%

45%

35% 32%
26%

Infrastructure playbooks 25%, Breach 
notification 18%, Threat intelligence 
handling 17%, Forensic handling 16%, 
SOAR playbooks 13%, Offense handling 9%, 
Post-incident reviews (PIRs) 8%, 
Threat hunting hypothesis creation 7%, 
None of these 1%, Other 0%

n = 200

Which of your SOC processes are most 
in need of improvement?

None of these 2%, Other 1%

Leaders report their organizations 
evaluate SOC capabilities using 
penetration testing (66%) and red team 
exercises (63%). Half of respondents 
(50%) employ continuous threat 
assessments and breach/attack 
simulations. 

What methods do you use to 
assess your SOC capabilities?

66%
Penetration

testing

50%
Continuous 

threat
assessments

34%

33%

50%
Breach/attack 

simulation 
solutions

63%
Red team
exercises

Measuring
ability to
mitigate

identified
risks/threats

Purple team 
exercises n = 200

Over half (57%) find their 
SOC’s aggregation/correlation 
capabilities lacking. Data 
mobility (46%) and reporting 
(39%) capabilities in the SOC 
are also common target areas 
for improvement.

Which of your SOC’s 
capabilities are most in need of 
improvement?

Aggregation/correlation
57%

Data mobility 
(i.e., central logging infrastructure 
to ensure fast and efficient event 
capture and analytics)

46%

Lateral movement tracking 28%, 24/7 SOC monitoring 17%, 
User risk detection 14%, Complex threat detection 12%, 
Incident response 10%, Threat intelligence data management 
9%, Integrations 8%, Risk visualization 8%, Alert pipeline 
management 7%, None of these 0%, Other 0% 

n = 200

Reporting
39%

Incident 
prioritization

30%

Incident detection
29%

“False positive[s] and alert fatigue continue to be a major challenge 
for our SOC.”

- Director, professional services industry, 10,000+ employees

“Unfortunately, due to the economic crisis, we have to make do 
with what we have. The team is on continuous high alert and barely 
have time to breathe due to lack of funding and quiet resignation. 
It's a really tough period.”

- C-suite, educational services industry, <1,000 employees

Modern Security
Operations Center
(SOC) Strategies
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